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When it comes to cybersecurity, it’s safe 
to say that feW companies are on the 
front foot. over half a million australian 
businesses fell victim to cybercrime in 
2017,1  While 70 percent of respondents 
in a recent survey admitted their 
organisations are unprepared to deal 
With a cyberattack.2 

From hacking, ransomware attacks and phishing through to 
data breaches and distributed denial of service attacks, poor 
cybersecurity affects businesses across all industries, with 
significant consequences.

medium-sized australian 
businesses, for example,  
can expect to be left 

$1.9 mil out of pocket
in the event of a cyberattack.3 

They may also suffer from reputational damage, a loss of 
customer trust, and - particularly for those in the finance 
industry - increased audit exposure and regulatory scrutiny. 

That is not to say that businesses aren’t taking steps to 
thwart cyberattacks. Most have some security protocols 
and protection in place, but often focus on ‘putting out fires’ 
rather than proactively planning to prevent and mitigate 
threats. This approach is risky at best, as underinvestment in 
active cybersecurity defence leaves organisations exposed 
and vulnerable to threats.

The good news is that there’s one step every CIO/CISO 
can take to transform their organisation’s approach to 
cybersecurity: develop a cybersecurity roadmap.

A cybersecurity roadmap is a powerful, strategic and 
actionable tool that: 

 • Articulates the current state of an organisation’s IT 
security landscape, including identifying potential 
vulnerabilities

 • Outlines future goals for ensuring that information and 
data security is upheld in the face of changing cyber 
threats

 • Sets out a pathway – linked to tangible projects and 
activities – for the organisation to achieve identified 
future goals within an agreed timeframe

This whitepaper will explain why every business needs a 
cybersecurity roadmap. It will focus on defining effective 
cybersecurity, and provide guidance on developing a 
cybersecurity roadmap for your own organisation. 

Best Practices For Developing A 
Cybersecurity Roadmap

1  SMB Cyber Security Survey Australia 2017, Norton. 
2  Cyber Readiness Report 2018, Hiscox.
3  Cyber Threats in Small to Medium Australian Businesses 2017, Webroot.

http://now.symassets.com/content/dam/content/en-au/collaterals/datasheets/cybersecurity-simplified.pdf
https://www.hiscox.com/cybersecurity
https://s3-us-west-1.amazonaws.com/webroot-cms-cdn/2114/9911/0468/SMB-MSP_Survey_US.pdf
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Before developing a cybersecurity roadmap, it is critical to 
have a strong understanding of how effective cybersecurity 
benefits the organisation and what good cybersecurity 
practices look like for the firm. This serves as a starting point 
when assessing how well the current IT environment protects 
against cybersecurity threats, and in determining the next 
steps to achieve cybersecurity goals.

An organisation with effective cybersecurity typically ensures that: 

decision makers are aWare of hoW the 
cybersecurity landscape is changing

As cybercriminals get smarter, cybersecurity measures that 
worked in the past will not be as effective today. It is also 
important to understand that the infrastructure we need to 
protect today is different than it was in the past. Historically, 
we needed to protect computers and desktops in our offices. 
Now, with more organisations storing data in the cloud, 
allowing employees to work on mobile devices and offering 
remote work options, bedrock IT security methods such as  
firewalls and anti-virus software are no longer enough to defeat  
attackers. Organisations also face new security challenges, 
such as those identified by the Australian Signals Directorate:

 • Cyber incidents are happening more frequently, on a 
larger scale and with greater severity

 • Attempts to compromise networks are becoming more 
diverse and innovative

 • Distributed denial of service (DDoS) incidents are 
increasing in frequency and scale

 • Cybercriminals are becoming more sophisticated and 
using deliberate targeting4 

Organisations that excel at cybersecurity have IT teams that 
stay up-to-date with relevant trends and proactively educate 
employees across the business.

security audits are regular and 
comprehensive

It is almost impossible to truly understand the effectiveness 
of an organisation’s cybersecurity capabilities without 
assessing its: 

 • IT assets

 • Security practices and policies

 • Levels of user compliance

Organisations with effective cybersecurity understand their 
IT landscape and have mechanisms in place to encourage 
and/or enforce compliance.

softWare and systems are kept up to date

With the speed at which vulnerabilities can be detected and 
exploited, keeping software and systems up-to-date with the 
latest security updates is a non-negotiable. Organisations 
with effective cybersecurity plan these updates ahead 
of time and ‘push’ changes to users, rather than allowing 
individuals to delay changes to when it suits them. 

data is backed up and secured

To minimise the impact of a potential cybersecurity attack, 
organisations with effective cybersecurity conduct daily data 
back-ups. They have physical barriers in place to limit access to  
information assets (e.g. restricted access, locked server rooms). 

security processes are mature

Information security processes are documented, accessible 
to IT staff, applied consistently and simple enough to be  
repeatable. Effective security should not rely on the knowledge  
or expertise of a single individual, nor should there be 
excessive effort involved in problem-solving known issues. 

IT securITy enables busIness Teams – and 
doesn’t obstruct them

Organisations can go too far in enforcing cybersecurity 
practices that prevent teams from working in an efficient 
and timely manner. Effective cybersecurity strikes a balance 
between preventing information security risks, and giving 
teams the freedom to achieve their goals. 

organisational leadership is aligned on 
cybersecurity

Organisations with the most effective cybersecurity capabilities  
have IT teams that communicate about cybersecurity 
technologies, risks and mitigations in plain language. As a 
result, their executives and board members can proactively 
engage in discussions and make informed decisions on 
matters with significant cybersecurity implications. 

As these principles demonstrate, effective cybersecurity 
requires a whole-of-organisation effort. Although 
cybersecurity is often seen as the domain of the IT team, a 
broader view is needed to deliver the right balance between 
cybersecurity and user choice across the organisation. The 
CIO/CISO must, therefore, understand and engage with the 
competing goals of IT services, security administration, 
security architecture, risk management, compliance/legal 
and core business teams.

Effective Cybersecurity In Action

4  Threat Report 2017, Australian Signals Directorate.

https://www.acsc.gov.au/publications/ACSC_Threat_Report_2017.pdf
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A cybersecurity roadmap documents an organisation’s 
current IT landscape and articulates the necessary 
improvements that will strengthen cybersecurity capabilities 
in the future. A robust plan to measure cybersecurity at two  
key points is critical to the success of a cybersecurity roadmap:

 • Understanding the effectiveness of the current IT 
security programme is an ideal starting point for most 
organisations. This helps to determine whether an 
organisation needs to focus on the cybersecurity basics 
or if it is sufficiently mature to undertake the deployment 
of more sophisticated tools and technologies. This 
assessment should include gathering data from a 
diverse set of sources (such as interviews with IT staff 
and organisational leaders, conducting an IT audit and 
reviewing data relating to information security activities 
and breaches).

 

 • Assessing the effectiveness of IT security efforts 
after cybersecurity initiatives have been implemented 
provides valuable feedback on the impact that the 
projects, activities and initiatives in the roadmap had 
on improving the organisation’s overall cybersecurity 
posture. This measurement activity should be 
completed at timeframes defined in the cybersecurity 
roadmap (typically annually, starting from one year after 
implementation).

 
There are many approaches to measuring the effectiveness 
of an organisation’s cybersecurity capabilities. Existing 
models, such as the National Institute of Standards and 
Technology’s (NIST) cybersecurity framework, provide 
useful guidance to assess cybersecurity effectiveness. This 
framework has four tiers that describe the level of rigour 
and sophistication in an organisation’s cybersecurity risk 
management practices. While these tiers do not officially 
function as a maturity model, many organisations use them 
to benchmark their security practices. 

Measuring Cybersecurity Effectiveness

Virtuelle’s Cybersecurity 
Framework  I-P-D-R-R
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There are three key steps to crafting a 
comprehensive and effective  
cybersecurity roadmap: 

Identify key assets 
What are the assets that your 
organisation owns, uses or manages 
that most require protection from 
cyber threats? For example, you may 
consider software, systems, datasets, 
sensitive information and critical 
services/processes. 

Prioritise vulnerabilities and threats 
What are the internal vulnerabilities 
and/or external threats that could 
have an impact on your organisation’s 
cybersecurity? Which are most likely 
to materialise or would have the 
greatest impact on your organisation? 

Define actionable goals 
Describe the outcomes you want to 
achieve to address vulnerabilities 
and threats, and link them to tangible 
and time-bound projects, activities or 
initiatives. 

How To Develop A Cybersecurity Roadmap 

With an understanding of the components of effective 
cybersecurity and how to measure cybersecurity 
performance, it’s time to start developing a cybersecurity 
roadmap.

A cybersecurity roadmap is a comprehensive document that 
communicates: 

 • The current state of an organisation’s IT landscape

 • The future cybersecurity capability that will be 
developed 

 • The actions that the organisation will take to get there

Above all, a cybersecurity roadmap tells a compelling 
story to senior executives and decision-makers about risk, 
compliance and innovation in the information security 
domain. It provides a basis for IT staff to align their day-to-
day work to agreed organisational priorities, and includes a 
realistic and actionable implementation plan to ensure the 
future vision can be realised. 

1. identify key assets 

Identifying the assets that are most important to an 
organisation is essential for ensuring that cybersecurity 
strategy is focused on protecting the right things. Getting 
it right requires a solid technical understanding of the 
organisation’s IT landscape, and an excellent understanding 
of its broader business context and goals. Engaging senior 
leadership and business teams from a range of business 
areas to shape this exercise is strongly recommended.

2. prioritise vulnerabilities and threats 

Drawing on principles of risk management and compliance, 
this exercise is focused on defining the risks and threats that 
an organisation faces and determining the level of risk that it 
is willing to accept. 

Consider internal vulnerabilities (e.g. areas where there is 
underinvestment in cybersecurity or where loopholes could 
be exploited) and external threats (e.g. cybersecurity risks 
that are growing among, or most impacting, the industry/
sector). Then, assess each vulnerability and threat to judge 
the likelihood that it will materialise and the associated 
impact. 

Having defined the risk and threat landscape, prioritise 
those which will be targeted in the cybersecurity roadmap. 
Identify where ‘quick wins’ (e.g. easy to implement activities 
that will realise a benefit quickly) are feasible and prioritise 
changes that will significantly improve the organisation’s 
maturity and/or cybersecurity effectiveness in line with the 
future vision. Once again, this step will benefit from engaging 
organisational leaders and key stakeholders who deeply 
understand business risk. 

3. set achievable goals 

Develop an action plan to implement tangible activities that 
will address the priority vulnerabilities and identified risks 
within an achievable timeframe. In this exercise, be realistic 
and focus on activities to improve cybersecurity that are 
genuinely achievable. 
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Every CIO/CISO needs to understand their organization’s 
information risks and cybersecurity capabilities. With 
that understanding, it lays the foundation to enhance the 
effectiveness of their cybersecurity efforts against potential 
attacks. It is no longer viable to rely on reacting to issues 
after the fact – there is too much at stake for cybersecurity 
to be a secondary consideration. A cybersecurity roadmap is 
an ideal starting point for guiding your organisation towards 
proactive cyber defence.

Executives would do well to remember that cybersecurity is 
a rapidly evolving domain. It must be continuously discussed 
and enhanced to ensure that organisations keep pace with 
advances in technological threats. 

What Next?
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